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ABSTRACT

Background Crackdowns on urban sites with concentrated criminal activily are somelimes followed by geo-
graphical relocation of crime. Is this also the case in cyberspace, where illegal websites and online networks can
be wiped clean, but also quickly rebuilt and replaced on new servers and URLs?

Methods I address this question in three steps. First, I measure MDMA trade in a large digital market for drugs,
before and after the arrest of a leading MDMA seller in the same markel. Second, | count the number of available
digital drug markets and vendor shops in the period February 2014—June 2018, to see if websites closed by
police were replaced by new ones. Third, I track the digital movement and trading activities of individual drug
sellers, before and after law enforcement shut down two large markets.

Results After police arrested a leading MDMA seller, other MDMA sellers filled most — but not all —of the gap.
A major law enforcement crackdown reduced the number of available markets, bul new ones were created, and
market counts eventually surpassed the previous peak. When law enforcement shut down two big markets, many
of the sellers relocated to other e-commerce sites and continued high-earning operations there.

Conclusion Arrests and market closures redirect digital drug trade to other sellers and markets. Hot spot
policing in cyberspace might produce temporary results, but is arguably ineffective in the long run, as aclors use
information and communication technology’s unique capacities to reorganize.

1: Ladegaard I. Crime displacement in digital drug markets. Int J Drug Policy. 2019 Jan;63:113-121. doi: 10.1016/].drugpo0.2018.09.013/Epub 2018

Dec 18. PubMed PMID: 30572247.
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Fig. 4. Number of available cryptomarkets and vendor shops before and after two law enforcement operations.

1: Ladegaard I. Crime displacement in digital drug markets. Int J Drug Policy. 2019 Jan;63:113-121. doi: 10.1016/j.drugpo.2018.09.043. Epub 2018
Dec 18. PubMed PMID: 30572247.
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Figs. 6 and 7. Silk Road 2 vendors continued to trade for many months in at least two other markets in the cryptofield. The mean revenue for all SR2 vendors in
Evolution (top), in aggregate, was $89,500 per day. In Agora (bottom), the daily mean was $95,000.

1: Ladegaard I. Crime displacement in digital drug markefts. Int J Drug Policy. 2019 Jan;63:113-121. doi: 10.1016/].drugpo0.2018.09.013. Epub 2018
Dec 18. PubMed PMID: 30572247.




THERE IS A LACK OF EVIDENCE LAW ENFORCEMENT ACTION
HAS A SIGNIFICANT LONG-TERM IMPACT IN CRYPTOMARKETS' ACTIVITY

Abstract

Objective

To examine the effect on the trade in opioids through
online illicit markets (“cryptomarkets”) of the US
Drug Enforcement Administration’s ruling in 2014 to
reschedule hydrocodone combination products.

Conclusions

The scheduling change in hydrocodone combination
products coincided with a statistically significant,
sustained incr inillicit trading of opioids through
online US cryptomarkets. These changes were not
observed for other drug groups or in other countries, A
subsequent move was observed towards the purchase
of more potent forms of prescription opioids,
particularly oxycodone and fentanyl.

Abstract In recent vears, there has been a proliferation of online illicit markets whe

participants can purchase and sell a wide range of goods and services sucl

hacking services, and stolen financial information. Second-generation m

wus platform fr
f researchers, regulators, and law enf
ptomarkets, and
2014 that targeted man yptomarkets. Our results demonstrate that cryptomarket
1s and that the impact of Operation Onymous
was fimited m time a Ope cular interest 1s the finding that pnces did not
increase following n Onymous, even though many dealers retired shortly after

It occurred

1) Martin J, Cunliffe J, Décary-Hétu D, Aldridge J. Effect of restricting the legal supply of prescription opioids on buying through online illicit marketpfaces: interrupted time series analysis. BMJ.
2018 Jun 13;361:k2270. doi: 10.1136/bm|.k2270. PubMed PMID: 29899119;

2) Van Buskirk J, Bruno R, Dobbins T, Breen C, Burns L, Naicker S, Roxburgh A. The recovery of online drug markets following law enforcement and other disruptions. Drug Alcohol Depend. 2017
Apr 1;173:159-162. doi: 10.1016/j.drugalcdep.2017.01.004. Epub 2017 Feb 20. PubMed PMID: 28259089.

3) Décary-Hétu, D. & Giommoni, L. Crime Law Soc Change (2017) 67: 55. https://doi.org/10.1007/s10611-016-9644-4
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by the FBI pursuant to a seizure warrant obtained by the United States Attorney's Office for the Western District of
Pennsylvania, the U.S. Department of Justice's Computer Crime and Intellectual Property Section and the Organized
Crime and Gang Section under the authority of 18 USC 1956(h), 981, 982 and in coordination with European law
enforcement agencies acting through Europol in accordance with the law of European member states.
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CRYPTOMARKETS; ETHICS

» Cryptomarkets are based in frust and reputation

» All these markets don't allow child pornography, weapons of mass destruction
Jfoxic biological material, tfraffic of human organs...

» Some of these markets only offer drugs

» Some of these markets also support Harm Reduction



See Caudevilla Aff., at¥y 5. |

Dr. Caudevilla further explains that his contact with and assistance to Silk Road users Number of questions answered by month
was in part possible because “[t]he administrator pf the Silk Road site, Dread Pirate Roberts, was

aware of [his] presence on Silk Road and was supportive of [his] role in furthering the harm

reduction ethos of the site. /d., at¥6. Indeed, Dr. Caudevilla notes that he

Dread Pirate Roberts never censored my views or advice in any
way, even when [ espoused views that Silk Road users should not
use or buy certain drugs sold on the site , discouraged drug
use, or helped customers to reduce or cease drug use entirely.

| 7. Around the same time, “Dread Pirate

Roberts also sought to partner with [Dr. Caudevilla) to send the drugs sold on the Silk Road out
to laboratones for independent testing as an effort to ensure that only safe, non-toxic substances
were being sold on Silk Road.” /d., at § 8. That effort was halted only by the government’s

-

seizure and discontinuation of the site in October 2013 following Mr. Ulbncht’s arrest. /d

In fact, since that letter and the accompanying Declarations were filed, I received an e-
mail from a former Silk Road user who related the following:
TABLE 7.1

I'can say without a doubt I [private message’]d DPR and alerted Summary of activity in an online health service for deep
him to the presence of DoctorX on the SR forum back in 2013.
My first pm to him did not include a link to X’s thread, DPR pm'd
me and asked for that link which I sent to him right away. Several
days later I noticed a huge increase in thread views caused by DPR
putting X’s thread up on the same page as the products were
displayed. DoctorX went from working to keep his thread from Silk Road  Apr. to
dropping down to dead thread land, to a sticky on the main page. Oct. 2013
Huge change due to DPR seeing his importance as a harm Silk Dec 2013 t
reduction specialist. Road 20 Nov. 2014

web drug users

Fvolutior Dec. 2014 to
Far as X goes, I can say he inspired me to quit drugs and follow Feb 2015
the golden rule. T helped him a little bit with some English

) Thread active: data up to
translation issues.

Caudevilla, F. (2016). The emergence of deep web marketplaces: a health perspective.
United States Court of Appeals, Second Circuit. UNITED STATES OF AMERICA, Appellee, v. ROSS In European Monitoring Centre for Drugs and Drug Addiction (Ed.), The internet and
WILLIAM ULBRICHT, a/k/a DREAD PIRATE ROBERTS, a/k/a SILK ROAD, a/k/a SEALED DEFENDANT 1, drug markets (EMCDDA Insights 21) (pp. 69-75). Luxembourg: Publications
a/k/a DPR, Defendant-Appellant. Office of the European Union.
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FENTANYL AND
FENTANYL
DERIVATIVES(1):
ADULTERATED HEROIN
SAMPLES FROM
CRYPTOMARKETS

A DOCUMENT BY:

DOCTOR X AND HIS CHEMICAL BROTHERS & SISTERS

DOCTORX & HIS CHEMICAL BROTHERS AND SISTERS

“We have some fresh news from our friends of Energy Control
International If you have visited Silk R...

DoctorX

Captain Tryptamine

Daddy Poppy

Lady K




FIGURE 6:
Time- course of fentanyl derivatives adulterated samples

TABLE 3: RESULTS FROM SAMPLES DELIVERED FROM
CRYPTOMARKETS AS “HEROIN" ADULTERATED WITH FENTANYL
DERIVATIVES

Reference Test result Procedence Additional
information
about market/
vendor

92745 Caffeine + Ocfentanil+ Paracetamol Spain Mo

94843 Heroin {16%) + Caffeine (26%) + Ocfentanil+ France Yes
Paracetamol (32%)

et HACYOF 4P
94549 Heroin {3%) + Caffeine (273%) + Ocfentanil+ France Yes
Paracetamol (33%)

— CHOFAP
97106 Caffeine + Ocfentanil+ Paracetamol UK Yes X

97527 Caffeine + Ocfentanil+ Paracetamol Spain Mo CoOF 42 |

97581 Caffeine (29%) + Ocfentanil+ Paracetamol (23%) France Yes

100029 Heroin + Caffeine + Ocfentanil+ Paracetamo Malia Mo 1' CrOFtF
104335 Heroin {8%]) + Furanyifentanyl Ireland Mo L i e ——

- A . L AT I
1074325 Heroin {7%) + 4-Fluorobutylfentany Spain Yes I SR
108763 Heroin {21%) + Cyclopropyifentanyl Spain Yes i

H+CeOF+F

109029 Caffeine + Ocfentanil+ Paracetamaol Spain Yes

AR |
L—I
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User has been banned on 24/01/2018

Username Drugtrader (350) (4.62:)
FE enabled No

Join date 05/12/2017
Last active 20/01/2018 (131 days ago) _

Send message
Status On vacation

Profile Ratings

Terms and conditions
Weicome to Drugstore.
We guaranteed the best products against the best prices.
In Stock:

1.# Uncut Peruvian Cocaine (Fishscale).
2 # Dutch MDMA 84% (different colors).
3.# Heroin ;
4 # XTC MDMA pills- 220 mg Purple Beniley's.
y# Crack Cocaine professionally cooked in ammonia.
5.# Dutch Speed pasta (Amphetamine).

ed ready for use instantly.

Moroccan Hash. (HIYA)

mnesia top quality weed.

10.# LSD tabs 220 ug very nice stuff.
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ALERT: fake ALPRAZOLAM PILLS and POWDERS
containing ANTIHISTAMINE mixture

This is an alert from DoctorX & his Chemical Brothers
and Sisters.

T According to reports provided by users, 2 of 6 samples were purchased through
RO, Nas Do oo cted oy e cryptomarkets.This has been confirmed by further contacts. The analysis of the global
data available suggest that it is highly likely that these adulterated samples are (or at
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-——BEGIM PGP SIGMNED MESSAGE--——
Hash: SHAS512

iw Fossgigzgdya 5y 552 3gbe Sk2 Suwl 2xuidpogrygfuphtdkbwh4usad. onion
gpwesgvohopaow Fuitjxd Svim4abg 2ysgo PvexmSirx 3jwoxhn36phfid. onion
cojt2nykpaibsgsgw 24ovdp Tyvgedwfsahdnze Fspvk 3nkykayvbh 5gd. onion

—BEGIM PGP SIGMATURE—

Dear Doctaork:

I have received your warning. Let me explain you that I am a alprazolam vendar in Dream Marketplace.

I have sent this sample for Drug Chedking. I have a batch of 10,000 of these pills but I am destraying them,You have my promise that I only want to offer pure alprazolam to my costumers.
I can provide you details about this problem and sources that dealers are using to obtain cheap and fake alprazolam powder, that they after press in pills

You can verify my PGP signature or communicate with Jabber in: |

Wm
cT
; pojao W W I gD alaliwi F7Y

LBjD5dgkslYdE 7ocEG InCUBLiacStaFkk zrcgaBpaZnQG,/S 3KWLULIZSuzxds 1bl
Gpyv11258M5Te 2LHEdx 3W0RSQYFHIrm 1Er 200 OFsCOhMBS 1y foxwR 8pGasxS0i 1
UIt/4WHopPBI0t3ImnvyMagkfoowrQWPISKb 2y J75EG 2Ezng GufvoUMjSTirMvhd

D f%rB 1w0M7 59nM 128u 51 28MUFdObkgYoBpY 1onX I 7w +ExDEFe JhfOsgs SHkeFaL
rM0 17+ p+airtHekMNwhSrL e nMIOhVBSr G wL +f IwoxpWm 150zz Sk FCofl
FsFPYKhril15r 5OFrfiYwEZukRPLxxGMNfpkocCivGoEyxs +Imde JOR.akD /Ch4GC
F5cTsu3gkTgE 3200 fzpdw OF Y gr 2VinnayUi4pw 5Pg3qJ8kpr AvSyn 2307 1gd IVCHUIS
V7Dv 5qZo00bVGhFzDbWEW 1IFghUzKOgBoMTZ 30LCTyw4Sssel sby 4 IRLu3LEz0TSr
220ml0iufd Frkz 2dB30gMyKpSxariYDWLIWY 1F8UsCarsdI30U0=

=cQ0Z

——EMND PGP SIGMATURE—-




FIG 1: SAMPLES SUMBITTED AS ALPRAZOLAM
YEAR 2016 (n:37)

3y 5%

» OTHER DRUCS

FIG 2: SAMPLES SUMBITTED AS ALPRAZOLAM
YEAR 2017 (n:66)

3% 3%

» OTHER
BENZOMACEPINES

FIG 3: SAMPLES SUMBITTED AS ALPRAZOLAM
YEAR 2018 (n:50)

»OTHER
RENZODIACEPINES

» OTHER DRUGS

FIG 4: TEST RESULTS FOR SAMPLES SUBMITTED AS ALPRAZOLAM (01.01.18-01.04.18)

lan-Mar 18

Aqrdun 18

Substance
Alprazolam

Antihistamine mixture

Etizolam

Diclazepam

Flualprazolam
Flubromazolam

4-Chloroethcathinone

bl Sep 18 O - Dec 18

w Alprazalen  w Cehor drugs or adulerations

lan - Mar 1%

Substance
Clonazepam
Atomoxetine
Diphenhydramine
U-47700

Unknown Substance




ALERT Update on adulterated Samples Of ALPRAZOLAM 1t mimics Xanax ® 2mg {commercial Pfizer brand for alprazolam) pharmaceutical grade pills, with a

" imprints
by DoctorX | Apr 6, 2019 | News

L Ve S s R

Our analytical techniques ruled out the presence of alprazolam or benzodiazepines, we were unable
to danfy their exact composition.

which revealed the
presence of promethazine. They were reportedly purchased via Dream Marketplace from a seller
called Benzo Boss (Sample 663/45698/, Sample W010D036).

This is an alert from DoctorX & his Chemical Brothers

and Sisters (International Energy Control)

This report summanzes the changes detected by our International Drug Checking System (IDCS)

duning 2018 and first quarter of 2019, and updates our previous alert (30-Jan-19) l
_

antihistamine-m

1.- Evolution of purity and adulteration in alprazolam
samples :

Samples submitted as benzodiazepines to our IDCS are uncommon (2.4% of the total substances
tested between 2014-2018). Alprazolam is the most frequent: 759.61% of the 222 samples received
in this 4 year penod, were submitted as "alprazolam”, Bample WO 10038
Date Received: 26/03/2019
Postcode: G2
Purchase Intent: xanax
TABLE 1: Origin of samples submitted for Drug Checking as Alprazolam Package Label: Not Stated
Sample Colour: White
Country Sample Form: Tablet
Consumption Method: Not Stated
United States 2 Sell-Reported Effects: Not Stated
Ssmple Upon Analysis (Major): Promethazine
Canada Sample Upon Analysis (Minor):

From 2016-2018 we received 153 samples that allegedly contained alprazolam. Country of origin is
summanzed in Table 1.

Europe
IMALE S PUOUCED WATH FERISNSIUN LR AEDINCS AMD DRSTARS COMRTY




A =

Control

Bar

=) = OUR STORY BLOG SOCIAL IMPACT SHOP CROWDFUNDING RESULTS COMMUNITY Q
Date Claimed Sample Lab Substance
) $ Lab %+ Vendor $+ Sample B = 2 %+ Result s =
Published Substance Code Code Form
2019-04-25 Energy Monoko 2mg Alprazolam Alprazolam N/A 4992 Doxepin, Unknown Pill
Control Bar
2019-04-25 Energy Monoko 2mg Alprazolam Alprazolam 869 46177  Doxepin, Unknown Pill
Control Puck
2019-04-25 Energy Happy Shopper 2mg Alprazolam Alprazolam 906 46185  Etizolam [Not Pill
Control Bar quantifiable]
2019-04-25 Energy UKAlpzOfficial 2mg Alprazolam Alprazolam 891 46196  Doxepin Pill
Control Bar Unknown
Binder
2019-04-25 Energy UKAlpzOfficial 2mg Alprazolam Alprazolam 890 46195  Doxepin Pill
Control Bar Unknown
Binder
2019-04-25 Energy UKAlpzOfficial 2mg Alprazolam Alprazolam 889 46194  Doxepin Pill
Control Bar Unknown
Binder
2019-04-11 WEDINOS  Monoko Xanax Bars Alprazolam WO010139  N/A Major: Doxepin Pill
Minor: None
2019-04-03 Energy Happy Shopper 2mg Alprazolam Alprazolam 664 45699  Alprazolam 3mg Pill
Control Bar
2019-04-01 Energy BenzoBoss 2mg Alprazolam Alprazolam 663 45698  Unknown Pill

N\



14G Dutch MAde Critical+ Charas Hash EC Tested 14g MDMA - Dutch Import { EC Tested )
B0.04309 B0.02154
1 l ] T
GB —EU 330 ) Product description
s GB — GB, IE
W 3 *PRODUCT ADVERTISED *
r‘; 5 S-ISOMER ROCK KETAMINE (ENERGY CONTRCL TESTED)
omef o : m Baich Name: Rock Ketamine
o Rig , Sample Codel |
L—Ll“ Substance: Ketamine
Lab Code: S
14G PURE CHAMPAHNE MDIMA 92% (EC LAB BT
TESIED) *PROMO (10gr) Cola MDMA 80-84% & "EC TESTED”
B0.0352 B0.01073
| | 20x FaceBook 220mg - Dutch Import { EC Tested
3,050 ) NC —EU X o mg - Du port ( ested)
GB — GB
B0.01527
£40.56
Order orger
500x FaceBook 220mg - Buich Import ( EC Tested)
B0.274 B0.00783
| | | |
(A7) BT )
ﬁ"" GB — GB, IE GB — GB

(50x + 30% FREE) XTC 240mg MDMA & EC
0.25 1 Sharc yutch Import ( EC Tested
B0.00548 B0.0315
EnergyControlled (310) HeiloFresh (1650) (4.93w)
(4.97%) =
B i M—ED Sample Code: YIDP8201
Substance: Cocaine
Result: Cocaine 91%
m (no aduiteranis were found)

All results can be confimed by emailing - miernanona:@energycontro:.org

)x B
ed)

rown Tesla 220mg - Dutch Import ( EC

(25x + 30% FREE) XTC 240mg MDMA & EC 25
TESTED ie

w O

B0.01636 ~ - B0.1433
——— alloFresh (1650} (4 924 ) . ) ; antrolled (3103



Use and abuse of Drug Checking by cryptomarkets vendors

by DoctorX | Feb 25, 2019 | News

This is an official statement by DoctorX & his
Chemical Brothers and Sisters.

1.- Harm Reduction, Drug Checking and
Cryptomarkets:

)

Our I

ona cy is, slowly but clearly
in to adk rict ia. One of them is that
“final drug users"” is the specific target to whom this intervention is directed. Any single

specific test result is only representative for the sampl r provides us

We want to clarify that this is not a general complaint against all vendors who test their
products with our IDCS. We believe that the potential of vendors and cryptomarkets

administrators as relevant harm reduction agents should be considered and evaluated.




GUIDELINES FOR MARKETS AND VENDORS

Vendors Markets
» Vendors using Drug Checking Service showing , .
purity and lab codes should also: » Harm reduction resources visible
» link to our announcement “Use and abuse of .
Drug Checking by cryptomarket vendors” » Include harm reduction work as @
» To provide the date of drug checking indicator of quality for vendors (not
» To suggest buyers to test samples only number of sales, stealth.. )
» Should provide resources about harm :
S duction: » Warn about risks of NPS
» Information » Open communication channel
» Links to fentanyl tests, syringes, naloxone DI’UQ Checking Services

. » Protocolize interventions and actions

» Should warn about specific risks of some : : .
substances (NPS) in case of high toxic su
detection



d Frontpage - Dread
d &
MNIGHTFRRE

@& Drugs(22019)

Benzos
Cannabis
Dissociatives
Ecstasy
Opioids
Paraphernalia
Presctiption
Psychedelics
Steroids
Stimulants
Other
Drug precursors
RCs
Weight loss
Barbiturates
Reagents

= Hosting & Security (199)
VPN

Socks
Hosting

NIGHTMARE | Home x +

€ Not secure | nightmareocykhgs.onion/!

== Fraud(1472)

Accounts & Drops
Cards & CVV
Data & Scans

Dumps
Other

¢[> Software & Malware (241)

Botnets & Malware
Exploit Kits
Exploits
Rats
Security Software
Other

& Services (321)

Energy Control
Other

QF Erotica (461)

Erotica

owse Market Categories

B Guides & Tutorials (1077) S Digital Products (2865)

Drugs Databases
Fraud E-Books
Hacking Fraud Software
Security Leaks
Other

Legit Software
Software Keys
Other

©0 Miscellaneous (369)

Miscellaneous

—

Just the best in our market...
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26. On April 12, 2019, an FBI undercover employee in the Western District of
Pennsylvania visited the DDW website and created an account on Tochka Market using the DDW
referral link. Using the DDW-linked account, the FBI undercover employee purchased 10 grams

of crystal methamphetamine at a cost of $470.00.

28.  On April 16, 2019, an FBI undercover employee in the Western District of
Pennsylvania visited the DDW website and created an account on Wall Street Market using the
DDW referral link. Using the DDW-linked account, the FBI undercover employee purchased the

following items:

a. 3.5 grams of heroin at a cost of $82.38;

b. 2 compromised credit cards at a cost of $37.80; and

c. 10 grams of cocaine at a cost of $480.00,

If Law Enforcement can purchase

drugs in cryptomarkets to do their

job (shutting down cryptomarkets
and arrest vendors)

Why Drug Checking Service can
not use the same proceedings in
order to achieve our objectives
(detect high toxic
adulterants...and save lives)e

\
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